FMABAT. BOJsOrabl

MNOCTAHOBNEHUE
oT 28 maa 2019r. N 279

OB YTBEPX/AEHUWN KOHLEMLMUU UHOOPMALIMOHHOWN BESONMACHOCTHU
BOZIOroACKOM roro4CKOM AYMbI U MOAUTUKU UHOOPMALIMOHHON
BE3OMACHOCTM BOZ1IOroACKOMN rOPOCKOM AYMbI

B uensx obecneyeHna 6e30MacHOCTM NEPCOHaA/IbHbIX AAHHbIX CYOBEKTOB NEPCOHANbHbIX AAHHbIX,
obpabaTtbiBaemblx B MHOOPMALMOHHON CUCTEME MEepPCOHaNbHbIX AaHHbIX BosioroAckol ropoackoi
Oymbl, Ha ocHoBaHuMM PepepanbHOro 3akoHa oT 27 utona 2006 roga N 152-d3 "O nepcoHanbHbIX
AaHHbIX", noctaHoBeHuMA MpaBuTtenbcTBa Poccuiickon Pepepaumnn ot 1 Hoabpsa 2012 roaa N 1119 "06
YTBEPKAEHUN TPeOOBAHMI K 3alUMTE NEepPCOHasbHbIX AAHHbIX MPU MX 06paboTke B MHDOPMALIMOHHbIX
CUCTEeMaXx NepcoHasbHbIX AaHHbIX", Ha OCHOBAHWKM YacTK 6 cTaTbM 27, NyHKTa 9 yactun 2 ctaTbu 38 YcTaBa
ropoAcCcKOro oKkpyra ropoaa Bonorgbl noctraHoBAAO:

1. YtBepautb npunaraemyto KoHuenuuio WHboOpMaUMOHHOM 6e3onacHocT Bonoroackoi
ropoackon Aymbl.

2. Y1BepaAnTb npuiaraemyto Moantnky nibopmaumoHHon besonacHoCcTn Bosioroackon ropoackom
Oymbl.

3. Mpu3HaTb yTpaTMBLUMMKM CUAY cheadylolme noctaHoBneHua [peacenatens Bonoroackow
ropoackon Jymbl:

oT 31 gekabps 2010 roga N 159 "06 yTtBepxaeHUM NonUTUKM MHPOPMaLMOHHON H6e3onacHOCTU
Bonoroackow ropoackoit ymbl";

oT 31 aekabpna 2010 roaa N 160 "O6 yTBepxKaeHUn KoHuenumm nHbopmaunoHHoM 6e3onacHoCcTm
MHGOPMALMOHHBIX CUCTEM NEPCOHaNbHbIX AAaHHbIX Bonoroackoi ropoackoit ymbl";

oT 18 pekabpsa 2015 roga N 327 "O BHeceHUM M3MEHEHMUI B MocTaHoBneHwe lNpeacepartens
Bonoroackon ropogckoi Aymbl oT 31 pekabps 2010 roga N 159 "O6 yrtBepxaeHun MoaUTUKM
nHdopmaunoHHom 6esonacHocTn Bonorogckol ropoackoin ymol”;

oT 18 pekabpa 2015 roga N 329 "O BHeceHMM U3MeEHeHMUI B MocTaHoBneHwe [Mpeacepatens
Bonoroackoi ropoackon Aymbl oT 31 gekabpsa 2010 roga N 160 "O6 yTtBepxaeHun KoHuenuwum
nHbopmaumoHHo 6e3onacHocTU WMHGOPMALMOHHBIX CUCTEM MNEepPCOHaNbHbIX AaHHbIX Bosoroackoi
ropoackon Aymsbi";

oT 31 mapta 2016 roga N 64 "O BHeceHMM W3MEHeHWI B nocTaHoBneHue [lpeacepartens
Bonoroackon ropogckor Aymbl oT 31 pekabpa 2010 roga N 159 "O6 yTBEpKAEHWU MNOAUTUKM
nHbopmaunoHHom 6esonacHocTn Bonoroackoit ropoackon Aymol”.

4. Ytpatun cuny ¢ 01.01.2022. - NoctaHoBneHue nasbl r. Bonorapl o1 13.12.2021 N 767.

4. Hacroswee noctaHoBneHWe nognexuT onybankoBaHuio B raseTte "Bonoroackue HosocTu" K
pasmelweHnMo Ha oduumanbHom cailTe Bonoroackon ropoackorr Adymbl B MHGOPMaLMOHHO-
TeNeKOMMYHUKaUMOHHOM ceTn "UHTepHeT".

nasar. Bonorabl
H0.B.CAMOXHNKOB
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YTBepKaeHa
NMocTaHOBAEHMEM
[nasbl r. Bonorapl

o1 28 maa 2019 r. N 279

KOHLEENUMA
WH®OPMALIMOHHOM BE3ONACHOCTU BOJIOrO/ICKOM FOPOACKOM AYMbI

1. O6bwue NoNoXKeHnsa

1.1. HacToawasa KoHuenuua nHbopmauMoHHOM HesonacHocTM Bonoroackoin ropogckoit Oymbl
(manee - KoHuenuma) onpegensier obwme noaxoabl K obecneyeHnto MHPopmMaLMOHHOM 6e3onacHOCTU B
Bonoroackow ropoackoit lyme (ganee Takxe - ropoackasa Ayma, yma).

1.2. HeobxoammocTb yTBEPKAEHMA KoHuenuumn obycnosieHa paclwmpeHnem chepbl NPUMeEHEHUSA
MHPOPMALMOHHbBIX TEXHONOTMI 1 NpoLLeccoB Npy 06paboTKe NepcoHanbHbIX AaHHbIX.

1.3. KoHuenuwus onpeaenser OCHOBHblE LLeAM, 3a4a4vm U npuHLMnbl obecneyeHns 6esonacHoCcTH
nepcoHanbHbIX AaHHbIX B Bosoroackoi ropoackoi [lyme, a Takke obOLLyO CTpaTernto MoCTpOeHus
CUCTEMbI 3aLLUTbI NEePCOHa/bHbIX AaHHbIX Bonoroackon ropoackoit Aymel.

1.4. KoHuenuwusa paspaboTaHa B cootBeTcTBMM ¢ DeaepanbHbiM 3aKOHOM OT 27 uions 2006 roga N
152-®3 "O nepcoHanbHbIX AaHHbIX" (C nocneaylOWUMU UIMEHEHUAMM) Ha OCHOBAHWM CledyHOLMX
NPaBOBbIX AKTOB:

- noctaHosneHue [MpasuTtenbctBa Poccuiickont deaepauymm ot 6 uons 2008 roga N 512 "06
YTBEPKAEHUN TpeboBaHMI K MaTepuasibHbIM HOCUTENAM BUOMETPUYECKMX NEPCOHabHbIX AaHHbIX U
TEXHO/IOTUAM XPaHEHWS TaKUX AaHHbIX BHE MH(POPMALMOHHBLIX CUCTEM MEPCOHaNbHbIX AaHHbIX" (C
nocneayroLWwmmMmn N3SMeHeHUAMN);

- noctaHoBseHue MpasuTenbctBa Poccuiickon Pegepaumnm ot 15 ceHTAbpa 2008 roga N 687 "0O6
yTBEpKAEHUN [MonoKeHMA 06 ocobeHHOCTAX 06paboTKM NepPCoHaNbHbIX AAHHbIX, OCcyLecTBaseMon b6es
NCNo/Ib30BaHMA cpeacTB aBTomaTusaumm';

- noctaHoBseHue lMpaButenbctea Poccuiickoit ®egepauum ot 1 Hosbpa 2012 roga N 1119 "06
YTBEPKAEHUN TPebOBaHMI K 3aLUMTE NEepPCOHasNbHbIX AAaHHbIX MPU UX 06paboTke B MHDOPMALIMOHHbIX
CUCTeMaXx NepcoHasbHbIX AaHHbIX";

- NpuKas PeaepanbHOM CyKObl MO TEXHUYECKOMY W SKCNOPTHOMY KOHTpoAto oT 18 despana 2013
roga N 21 "O6 ytBepxaeHun CocTaBa M COAepPrKaHWUA OPraHU3aLMOHHbLIX U TEXHUYECKMX Mep No
obecneyeHnto 6€30NacHOCTM NepPCOHabHbIX AaHHbIX NPU UX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
NepPCoHaNbHbIX AaHHbIX" (C NocNeayoLWMMU USMEHEHUAMM);

- MeToamka onpegeneHna akTyanbHbIX yrpo3 6e30nmacHOCTM NepCcoHaNbHbIX AAHHbBIX NPU UX
06paboTke B WMHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPKAEHHAA 3amecTuTenem
anpekTopa PegepanbHOM CNyKObl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpoto 14 despansa 2008 roaa;

- basoBaa mopgenb yrpo3 6e30MacHOCTM MNepCOoHaNbHbIX AaHHbIX Npu uX 06paboTke B
MHOOPMALUMOHHBIX CUCTEMAX MEPCOHANbHbIX [OaHHbIX, YTBEPXKAEHHAA 3aMecTUTenem AupekTopa
depnepanbHOM cnyKObl NO TEXHUYECKOMY U SKCMOPTHOMY KOHTpoIto 15 pespana 2008 roaa.

KoHuenuua paspaboTaHa B COOTBETCTBMM C CUCTEMHbIM MoAXo4oM K obecnedyeHuto
nHdopMaumoHHoM 6esonacHocTM B Bosoroackoli ropoackoit yme. CUCTeMHbIM noaxo4 npeanonaraer
aHaNM3 aKTya/bHbIX Yrpo3 6e30MacHOCTM MepPCOHabHbIX AAHHbIX M QYHKUMOHMPOBAHME CUCTEMDI
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3aWnTbI nepCcoHabHbIX AaHHbIX C nosnunn KOMMNJIEKCHOIO npumeHeHunA TEXHUYECKUX,
OpraHn3aLMOHHbIX Mep U CPpeaCcTB 3allUTbl NEePCOHA/IbHbIX AaHHbIX.

1.5. B HKoHuenuunu noa wHGOPMAUMOHHOM 6e30MacHOCTbIO MOHUMMAETCA 3alMLUEHHOCTb
NepcoHanbHbIX AaHHbIX M 0bpabaTtbiBatolen Ux MHOPACTPYKTYPbl OT BCEX BMAOB Yrpo3, BHELIHWUX W
BHYTPEHHMX, YMbILWIEHHbIX U HENpPeAHAaMepPEeHHbIX. 3agaum MHPopmaumMoHHON 6e30nacHOCTU CBOAATCA
K MUHUMM3aLMK yliepba OT BO3MOXKHOM peanunsaumm yrpo3 6e30nacHOCTU NEPCOHANbHbIX AAHHbIX, a
TaK¥Ke K NPOrHO3MpPOBaHMIO U NPeaoTBPALLEHMIO TaKUX BO3AENCTBUN.

1.6. B KoHuenuun WCNONb3ylOTCA TEPMUHbI U ONpeaeneHuMa B 3HAYEHUAX, ONpeaesieHHbIX B
depepanbHoM 3aKkoHe oT 27 utona 2006 roga N 152-93 "O nepcoHanbHbIX AaHHbIX" (C nocneayowmMmm
n3MeHeHMaMK) 1 baszoBoi moaenmn yrpo3 6e30MacHOCTM NepPCoHasbHbIX AAHHbIX NPU UX 0bpaboTke B
MHOOPMALUMOHHBIX CUCTEMAX MNEePCOHaNbHbIX [aHHbIX, YTBEP)KAEHHON 3amecTUTenem AupekTopa
depnepanbHON cyKObl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpoto 15 ¢pespana 2008 roaa.

1.7. B KoHuenumm ncnonb3yotcs cneayrolme 0603HaueHUsa U CoOKpaLLeHua:

APM - aBTOMaTM3NpOBaHHOE paboyee MecTo;

NCNAOH - nHbopMaLMOHHAA cMcTeMa NepCcoHasbHbIX AaHHbIX Bonoroackom ropoackoit [lymel;
J1BC - noKanbHas BblMMCAUTENBbHAA CETb.

1.8. KoHuenuua sBnaeTca oCHOBOM ANns:

- MoAnTnkmn nudopmaumnmoHHomn 6esonacHocTn Bonoroackoi ropoackon ymbi;

- NPOBEAEHMA OPraHU3aUMOHHbIX W TEXHUYECKMX Mmep no obecneyeHUto WMHPOPMALIMOHHOM
6e3onacHocT Bonoroackoit ropoackoin dymol;

- MPUHATUA YNpPaBfeHYECKNX peLleHnin, CcBA3aHHbIX C obecneyeHnem MHOOPMALMOHHOM
besonacHoCTU;

- KOOpPAMHALMM AeATeNbHOCTM CTPYKTYPHbIX nogpasaeneHuii annapata Bonoroackoi ropoackoi
Oymbl npu nposegeHnn paboT no passuTuio M akcnayaTaumm UCMOH ¢ cobntopeHnem TpeboBaHMi
obecneyeHns 6e30NacHOCTU NEPCOHA/bHbIX AAHHbIX;

- pa3paboTKM NpeasoKeHNM NO COBEPLLIEHCTBOBAHUIO NPABOBOro, MeTOANYECKOTO, TEXHUYECKOTO
W opraHM3auMoHHOro obecneyeHns 6€30MNacHOCTM NePCOHaNbHbIX AaHHbIX B UCMOH.

2. NoHATHME cucTEeMbI 3aLLMUTbI NEPCOHANbHbIX
AAQHHbIX, ee 3a4a4u1, NPUHLUNbI U CO3[aHMe

2.1. Cucrtema 3awmThl NepCoHaNnbHbIX  AadHHbIX NpeacTtaBaAeT cobol COBOKYMNHOCTb
OpPraHn3auMoOHHbIX W  TeXHU4YeCKUx MepOHpMﬂTMVI ana  3alnTbl  NepPCOHa/IbHbIX  AdHHbIX OT
HEeENpPaBoMeEpPHOro wuIn CﬂyanIHOFO AOCTyna K HWUM, YHUYTOXEHUNA, WU3IMEHEHUA, 6/'IOKMpOBaHVIFI,
KOMMpPOBaHMA, PacnpoCTpaHeEHNA NMNepCOHaNbHbIX AaHHbIX, @ TaKXe UHbIX HEMNPABOMEPHDbIX ,CI,EVICTBVI% C
HUMMW.

2.2. CucTema 3aluMTbl NepcoHasbHbIX AaHHbIX A0/MKHa obecneunsaTb 3ddeKTUBHOE pelieHue
cneayowmx 3aaay:

- 3alLMTa OT BMeLLaTeIbCTBa MOCTOPOHHMX Ny, B NpoLecc GyHKLMOoHMpoBaHusa NCNAH;
- pasrpaHuyeHune JocCTyna nosib3osaTenen;

- perucTpaumsa AencTBUii Nonb3oBaTeneit NP UCNoNb30BaHUK 3awmwaemblx pecypcos UCMNAH B
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CUCTEMHbIX KypHanax U NepuoaMYeckunii KOHTPO/Ib KOPPEKTHOCTU AeicTBMi nonb3osaTtenei MCIMAH
nyTeM aHanM3a COAEPKUMOTO 3TUX KYPHANOB;

- KOHTPO/b LenocTHocTn (obecnedyeHne HEM3MEHHOCTWU) cpedpbl MCMONHEHWA Mporpamm M ee
BOCCTaHOB/IEHME B C/ly4Yae HapyLleHuUs;

- 3alMTa OT HECAHKUMOHMPOBAHHON MOoANPUKALMM N KOHTPO/b LLeNOCTHOCTM MCNO/b3yeMblX B
UCMAH nporpaMmHbIX CPeacTB, a TaKXe 3almTa CUCTEMbl OT BHeAPEeHWs HeCaHKLUMOHWPOBAHHbIX
nporpamm;

- 3aWMTa NepCoHaNbHbIX AdHHbIX OT YTEYKMU MHq)OpMaLI,MM Nno TEXHUYECKMM KaHa/lamM Nnpu ee
o6pa60TKe, XpaHeHUU U nepenade no KaHanam CBA3U;

- obecnevyeHne OGYHKUMOHMPOBAHUA KpunTOrpadUyecknx cpeacTB 3alimTbl MHPOpMauMM Npu
KomnpomeTaumm obecneyeHma 6esonacHoOCTM MHbOpMaLUW;

- cBoOeBpemeHHOe BblABN1EHNE NCTOYHUKOB Yrpo3 6e3onacHocTH NnepcoHaNbHbIX AaHHbIX, MPUYNH U
YC/I0BUM, CMOCOOCTBYIOWMX HAHeceHUto yuepba cybbekTam MnepcoHasibHbIX [AaHHbIX, CO34aHue
MexXaHW3mMa OnepaTMBHOrO pearMpoBaHMA Ha yrposbl 6e30NacHOCTM MNEepPCOHaNbHbIX AaHHbIX U
HeraTMBHble TeHAEeHUMUK;

- C034aHue ycnoamﬁ ana MMHUMMN3aunnm n N1oKaansaumn HaHOCMMOTO yu.l,ep6a HEMNPaBOMEPHbIMU
AEVICTBMHMM, ocnabneHve HeratTMBHOIO BAUAHMA U NnKBngauna I'IOCI'IELI,CTBMﬁ HapyuweHunAa
6esonacHocTH NepCoHaNbHbIX AaHHbIX.

2.3. Cuctema 3aWMTbl MNEPCOHANbHbIX AaHHbIX CTPOUTCA Ha MNPUHUMNAEX KOMMAEKCHOCTH,
HenpepbIBHOCTM, CBOEBPEMEHHOCTU, MPEEeMCTBEHHOCTM W  HEMpPepbIBHOCTM COBEPLUEHCTBOBAHWUA,
MepCcoHanbHOM OTBETCTBEHHOCTU, TMBKOCTM CUCTEMbI 3aLLMUTbI, OTKPLITOCTU a/ITOPUTMOB U MEXaHM3MOB
3aWMTbl, MPOCTOTbl MPUMEHEHMA CPEACTB 3allWTbl, Hay4yHON OBOCHOBAHHOCTU W TEXHUYECKOU
peanusyemoctu, 06583aTe/IbHOCTU KOHTPOASA.

2.4. CopeprkaHue MPUHUMNOB MOCTPOEHUA CUCTEMbI 3alLKUTbl  MNEPCOHANbHLIX  AAHHbIX
packpblBaeTtcs B Moantnke MHbopmaLmMoHHoM 6e3onacHocTn Bonoroackoit ropoackoi ymbl.

2.5. Co3paHune cnctemnl 3aLmThI NepCcoHaNbHbIX AaHHbLIX BKAKOYAET caeayrouine ctraanu:

- npeanpoeKkTHasa CcTagua, BKAlOYalowas npeanpoekTHoe obcnegosaHme WCMAH, npu
Heob6x04MMOCTM Pa3pPaboTKy TEXHNYECKOTO (YaCTHOrO TEXHUYECKOTO) 3a4aHNA Ha ee Co34aHue;

- CTagus npOeKTUpoBaHMA (pa3paboTKM npoekToB) M peanusaumm MCMNAOH, BKAOYatowWwas
pa3paboTKy cMcTeMbI 3aLLMTbI NePCOHA/bHbIX A4aHHbIX B cocTaBe NCMOH;

- CTagua BBOZA B AEMCTBME CMCTEMbI 3alUmTbl MNEPCOHANbHbLIX AAHHbIX, BK/KOYAIOLWAA OMbITHYIO
3KCMNyaTaumio U NPUEMOCAATOYHbIE UCNbITAHWA CPEACTB 3alLMThI, @ TaKKe oueHKy cooTeeTcTBua UCMNAOH
TpeboBaHMAM 6e3onacHOCTM MHPOPMaLUN.

2.6. JOKYMeHTbl, Ha OCHOBAHMM KOTOPbIX CTPOUTCA CUCTEMA 3aLMTbl MEPCOHANbHbLIX AAHHbIX,
TpeboBaHMA K ee cogepKaHuto, onpegensatotca [MMoauTUKON WHPOPMAUMOHHON 6e3onacHoCTU
Bonoroackoi ropoackoi Aymbl.

3. O6beKT 3aLMTbl NePCOHa/bHbIX AAHHbIX

3.1. B MHOOPMALMOHHOW cucTeEME OBBEKTAMM 3aLLUTLI ABAAIOTCA MHOOPMALMSA, COAEPIKaLLAAcA B
MHPOPMALMOHHOM cUCTEME, TEXHUYECKME CPeaCTBa (B TOM YMC/e CPeacTBa BbIYUCAUTENbHON TEXHWUKH,
MaLUNHHbIE HOCUTENN MHOOPMALMK, CPEACTBA U CUCTEMbI CBA3UM W Mepefayn AaHHbIX, TEXHUYECKue
cpeactBa 06paboTKM  B6yKBeHHO-UMGPOBOM, rpaduyeckoi, BUAEO- M peyeBOW UHDOPMauUuK),



oblllecuctemHoe, npuKAagHoe, crneuuanbHoe nporpammHoe obecneyeHne, MHOOPMALMOHHbIE
TEXHONOTUK, a TaK¥Ke CPpeacTBa 3alMTbl UHPOPMaLIUN.

3.2. Buabl nepcoHanbHbIX AaHHbIX, Nognexawmx 3awmte, u TpeboBaHMa No obecnevyeHUto ux
3aWmTbl onpeaenatotca MoanTnkon nHbopmaumoHHon 6esonacHocTM Bonoroackoi ropoackon Jymbi.

4. Mepbl, meToabl U cpeacTsa obecneueHuns
Tpebyemoro ypoBHS 3aLULLEHHOCTU NEPCOHA/IbHbIX A4AHHbIX

4.1. TpeboBaHMA No obecneyeHMto 3alWMTbl NEPCOHANbHBIX AaHHbIX onpegensatoTca MoNUTUKOM
nHbopmaumoHHoM besonacHocTn Bonoroackoii ropoackon Aymei.

4.2. ObecneyeHune Tpe6yeM0ro YPOBHA 3alNUWLEHHOCTU AO0CTUTraeTcA C MUCNOZIb30OBaHMEM MEP,
MeTo40B U cpencTs 6esonacHocTw.

4.3. Mepbl no obecnevyeHno 6€30MNacHOCTM NEPCOHaNbHbIX AaHHbIX, NOANENKALMX peannsaumm B
NCMNAH (panee Takxe - mepbl), NoApa3aensatoTcs Ha:

- 3aKoHOAaTeNbHble (NpaBoBble);

- OpraHu3auUnoHHble (aAMUHUCTPATUBHbIE);

- pusmnyeckue;

- TexHU4Yeckue (annapaTHble M NPOrpammHble).

CoctaB u copepraHne mep no obecneyeHnto 6e30NacHOCTUM MEPCOHAsbHbIX  AAHHbIX,
noanexawmx peanmsaunm 8 UCNAH, onpeaensawTca MNoantuko MHPopmaumMoHHOM 6e3onacHOCTU
Bosioroackoit ropoackon Jymbl.

4.4. K 3akoHoAaTeNbHbiM (MpaBOBbIM) Mepam OTHOCUTCS AEWNCTBYIOLLLEe 3aKOHOAaTeNbCTBO B
chepe nepcoHanbHbIX AaHHbIX, 3aKpenastollee nNpasa U 0683aHHOCTU YYAaCTHUKOB MHPOPMALMOHHbIX
OTHOLLEHUI B npouecce ee 06paboTKM N UCMONb30BAHMA, a TaKXKe yCTaHaB/AMBalOLWEe OTBETCTBEHHOCTb
33 HapyLleHns 3TUX NpaB U 06A3aHHOCTEN, NPENATCTBYS TEM CaMbiM HEMPABOMEPHOMY MCMO/b30BaHUIO
nepcoHanbHbIX AaHHbIX, U ABAAIOLWEECA cAePKMBAOWMM GaKTOPOM AN1A BEPOATHbIX HapywnuTenen.

4.5. K opraHusauMoHHbIM (aAMWUHUCTPATUBHbIM) MepaM OTHOCATCA Mepbl OpraHM3aLMOHHOIro
XapaKTepa, perfameHTupytowme npoueccbl ¢yHKUunoHuMposaHua MCMOH, Mcnonb3oBaHWE pecypcos
UCMNAOH, a Takke nopsagok B3ammopenctems nosb3osatenen ¢ UCMOH Takmm obpasom, 4tobbl B
Hanbonblueln cTeneHn 3aTPYAHUTb UAN UCKAOYUTb BO3MOXHOCTb peannsaumm yrpos 6es3onacHocTi mam
CHM3UTb pasmep NOTepb B Cy4ae UX peanmsauumn.

4.5.1. OpraHun3aumoHHble (agMUHUCTPATUBHbBIE) MEPbI PEaNN3yoTCA B COOTBETCTBMM C [OANTUKOM
nHbopmaumoHHo  B6esonacHoct  Bonorogckon  ropoackol  [lymbl M COCTOAT U3 mep
aAMWHUCTPATUBHOIO YPOBHA M OPraHM3auMOHHbIX Mep.

4.5.2. K agMMHUCTPATUBHOMY YPOBHIO OTHOCMTCA GOPMMUPOBaHNE HOPMATMBHOM NpaBoBoi 6asbl
obecneyeHnn 3aLLMTbl NEPCOHaNbHbIX AaHHbIX B NCTTAH.

4.5.3. OpraH13aumoHHble Mepbl AO/KHbI:
- UCKJI04aTb BO3MOMKHOCTb HECAaHKLMOHMPOBAHHbIX AEACTBUI B OTHOLIEHUN OOBEKTOB 3aLLMTbI;

- onpepenATtb Koa/MUMOHHbIE U nepapxndeCkne npuHUuUnbl 1 MmeToabl pasrpaHnMyYeHna octyna K
nepCcoHabHbIM OaHHbIM;

- onpeaenAatb  nNopAagok pa6OTbI C nNporpaMMHO-maTemMaTU4eCKMUMN U TEXHUYECKUMU



(annapaTHbIMK) cpeacTBamMM 3aLUUTHI;

- obecneumBaTb NPOTUBOAENCTBME HECAHKLMOHNPOBAHHOMY AOCTYNY HA 3Tanax ayTeHTUdUKauuu,
aBToOpU3aLMn, naeHTUdMKaLUM.

4.5.4. OpraHM3auNOHHbIE MepPbl BK/IHOYAOT BOMPOCHl AOCTYNa B NOMELLEHMA, r4e pasmelLaeTca
MCNAOH, ponycka COTPYAHMKOB K wucnosb3oBaHuto pecypcoB WCMNAH, BeaeHua 6a3 AaHHbIX WM
OCyLecTBAEHNA MOAUOUKAUMM  MHOOPMALMOHHBIX PEecypcoB, OBCAYKMBAHMA W  OCYLLECTBEHUA
MoANOUKALMKM annapaTHbIX M NPOrpaMmHbIX pecypcoB UCMAH, NPUHATUA MHCTPYKUUA B OTHOLUEHMM
Yy4YacTHMKOB 06paboTkM 1 obecneveHns 6e3onacHOCTU NepPCcoHaNbHbIX AaHHbIX B UCMAH.

4.6. K pusnyeckMm mepam OTHOCATCA MEXaHUUYECKUE, I/IEKTPO- UNN 3NEKTPOHHO-MeXaHNYecKme
YCTPOMCTBA U COOPYKEHUS, CNELNanbHO NpegHasHayeHHble g co34aHna GU3MYECKUX NPEenaTCTBUI Ha
BO3MOMHbIX MYTAX NMPOHUKHOBEHUS M A0CTYNa BEPOATHbIX HApylUTener K KOMNOHEHTamM CUCTEMbI U
3aWmaemon MHGOPMaLMK, a TaKKe TeXHMYECcKMe cpeacTBa BM3yasnbHOro HabalogeHwus, CBsA3UM U
OXPaHHOM CUrHanu3aumu.

4.7. TexHunyeckne (annapaTHO-NPOrpaMMHble) Mepbl OCHOBAHblI Ha WMCMONAb30BAHUWU Pa3/UYHbIX
3JIEKTPOHHbIX YCTPOMCTB U crneumasbHbIX nporpamm, Bxoaswmx B coctas UCMAH WM BbIMNOJHSOWMX
(camocTosTeNbHO MAM B KOMMJEKCE C APYrMMU CpeacTBamMu) GyHKLMM 3aWuTbl (MAEHTUDUKALMIO U
ayTeHTUPUKaLMIO NoNb30oBaTeNel, pa3rpaHNYeHne A0CTyna K pecypcam, permcrpaumio cobbitnin n 1.4,).

MpMMeHeHWe TeXHUYECKMX (annapaTHO-NPOrPaMMHbIX) Mep AO/IKHO MPUBOAMTL K Cledylowmm
pesynbTaTam:

- obecneyeHne GpU3NYECKOM LLeNIOCTHOCTU BCex KomnoHeHTos UCMAH;

- Kaxgbli nonbsosatens UCMNAH wan rpynna nonb3osatenert UCIMNAH MMeT YHUKanbHOE
cnctemHoe mMmMma M MUHUMMAJIbHO HeO6XOp,MMbIe AnAa BbINO/IHEHNA UM  CBOUX d)yHKLI,MOHaﬂbeIX
06A3aHHOCTEN NOTHOMOYMSA MO AOCTYNY K pecypcam CUCTEMbI;

- BCE U3MEHEHUA KOHPUIypaLMM TEXHUYECKUX M NporpaMmHbIx cpeacts UCMNAH npoussogAaTcs B
YCTaHOB/IEHHOM NopAgKe (PerncTpupytoTca U KOHTPONPYIOTCS);

- ceteBoe obopygoBaHMe (KOHLEHTPATOPbl, KOMMYTATOPbl, MapwpyTM3aTopbl M T.M.)
pacnonaraeTca B MecTax, HeOCTYNHbIX A1 MOCTOPOHHMX (CNeunanbHbIX NOMELLEHUSAX, WKadax 1 T.M.);

- OTBETCTBEHHbIMU COTPYAHWUKAMWM annapaTa BO/'IOI'OACKOVI FOpOACKOVI Aymbl ocywecTBaAOTCA
HenpepbIBHOE yrnpassieHne n agMUHUCTPATUBHAA NogaepKKa d)yHKLI'MOHVIpOBaHVIFI CpeacTs 3aliunThI.

5. Yrpo3bl 6e30nacHOCTM NepCcoHaNbHbIX AaHHbIX NPU UX 06paboTKke
8 UCNAH v HapywuTenn 6e30nacHOCTU NepCoHaNbHbIX AAHHbIX

5.1. Ons UCNOH BblAenAoTCA cneaytowmMe OCHOBHbIE KaTeropum BO3MOXHbIX Yyrpo3 6e30MnacHoCTH
NepCcoHaNnbHbIX AAHHbIX:

- Yrpo3bl OT YTEYKHU I/IHd)OpMaLI,VIM No TEXHNYECKMM KaHanam;

- Yrpo3bl HECAaHKLMOHMPOBAHHOrO AOCTYNa K NepcoHa bHbIM AaHHbIM (B TOM YMC/e MO KaHanam
cBA3N);

- YIPO3bl YHUUYTOXKEHMUA, XULLEHMA annapaTHbIX cpeacts MCMAH, HocuTenen nHbopmauumn nytem
¢dusnyeckoro goctyna K anemeHtam UCMNOH;

- YrpO3bl XWULLEHUS, HECAHKLMOHUPOBAHHOW MoANdUKALUM UAK BAOKMPOBAHMA MHOOPMALMM 3a
CYeT HEeCaHKUMOHMPOBAHHOTO AOCTYNa C MPUMEHEHMEM MPOrPaMMHO-anNapaTHbIX M MPOrPaMmHbIX



CPeAcCTB (B TOM YMC/ie NPOrpaMMHO-MaTeMaTUYECKMX BO3AENCTBUN);

- Yrpo3bl OT HenpeagHaMepeHHbIX AencTBMin nonb3osateneit UCIMNAH 1 HapyweHUn 6e30nacHoOCTH
dyHKuMoHunposarnma UCMAH (cuctembl 3aWmMTbl MepPCcOHasbHbIX AAHHbLIX B €e cocTaBe) u3-3a cboes B
nporpammHom obecnedeHnn, a TakKe OT cboeB annapaTypbl M3-33 HEHALEXKHOCTM 3/eMEHTOB, cboeB
3/IEKTPONUTAHUA U BO3AEMUCTBUIN CTUXMIAHBIX 0BCTOATENBLCTB;

- Yrpo3bl OT NpeAHamepeHHbIX AeNcTBuiA nonb3osaTenet UCMNAH.

5.2. KoHKpeTHble yrpo3bl 6€30MacHOCTX MepcoHasibHbIX AaHHbIX, aKTyanbHbIX NpPU 06paboTke
nepcoHanbHbIX gaHHbiXx B UCMOH, n X HAMMEHOBAHMA OTPAXKAOTCA B MYHULMNA/NIbHOM MPaBOBOM aKTe
InaBbl ropoga Bosorapl 06 obecrneyeHmn 3aWmTbl NEPCOHANbHbIX AaHHbIX B UCTMOH.

5.3. MoA BepoATHbIM Hapywutesem 6€30MacHOCTM MePCOHasbHbIX AaHHbIX B Bonoroackow
ropoAckon [lyme NOHMMAETCA /NLO, KOTOpPOE B pPe3y/bTaTe YMbIWAEHHbIX WMAU HEeYMbILWAEHHbIX
OENCTBUIN MOMKET HaHeCTU yLwepb o6beKkTamM 3aLMTbl NEPCOHANbHbIX SAHHbIX.

5.4. BepoATHble HapywuTenm 6e30nacHOCTN NEPCOHA/bHbIX AaHHbIX AeNATCA Ha ABe rpynnbl:

- BHELWIHME HapyWwuTenu - inua, He Umetowme npasa ob6paboTkM, npebbiBaHUA Ha TEPPUTOPUN
KOHTPO/IMPYEMOM 30HbI, B MpeAenax KoTopol pasmelwiaeTtca obopyaosaHune UCMOH;

- BHYTPEHHME HapylwuTenu - JAuua, MMelolWMe npaBo npebbiBaHMA Ha TeppuTOpUM
KOHTPO/IMPYEMOI 30HbI, B peaenax KoTopoi pasmelyaetca obopyaosaHue NCTOH.

5.5. BepoaTHble Hapywutenn 6e30MacHOCTM MEePCOHANIbHbIX  AAHHbIX  OTpakatoTca B
MYHUUMNANbHOM NpPaBOBOM akTe [naBbl ropofa Bonorgbl 06 obecneyeHun 3almTbl NEPCOHaANbHbIX
AaHHbIX 8 UCMAOH.

6. Oxknaaembii apdeKT ot peanmsaumnmn KoHuenuyum

6.1. Peannsayma KoHuenunm no3sBonuT:

- OUEHWTb cocTosiHMe 6esonacHocTM MHpopmauun UCTAH, BbIABUTb UCTOYHMKM BHYTPEHHUX W
BHEWHMX Yrpo3 MHOOPMaLMOHHOMW 6e30onacHOCTM, onpeaenuTb NPUOPUTETHbIE HaMNpaBAeHMA
NpeaoTBPALLEHNA, OTPAXKEHMA U HEMTPAAU3ALLUM STUX YTPO3;

- paspaboTtatb U (UAKN) YTOUHWUTL MYHUUMNA/IbHbIE NPaBOBble aKTbl [naBbl ropoga Bonorapl 06
obecneyeHnn 3aLUNUTbl NEPCOHANbHbIX AaHHbIx B UCMNOH;

- nposectn Knaccudumkaumo NCNAH;

- MNPOBECTM OPraHM3aLMOHHO-PEXMUMHbBIE M TEXHUYECKMEe MeponpuaTus no obecneyeHuto
6e30nacHOCTN NepCcoHasbHbIX AaHHbix B UCNAH;

- obecneunTb HEO6XOAMMbIﬁ YpPOBEHb 6e3onacHOCTN 06bEKTOB 3alnThbl.

6.2. OcyllecTBieHNe 3TUX MeponpuATMiA  obecneunt cosgaHue eamHOW, UEeNoCTHOW w
CKOOPAMHUPOBAHHON cUCTEeMbl MHPOPMAaLMOHHON 6e30MacHOCTU MepcoHabHbIX AaHHbIX U CO34acT
YyCNOBUA AN ee Aa/ibHelLero copepLleHCcTBOBaHNA.

YT1BepKaeHa
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NONUTUKA
WH®OPMALIMOHHOM BE3ONACHOCTU BOJIOrO/,CKOM FOPOACKOM VMBI

1. O6wme nonoxKeHus

1.1. Hactosuwaa Monntuka mHpopmaumoHHoON 6e3onacHocTu (ganee - MonuTtuka) Bonoroackoi
ropoackon [ymsbl (ganee TakKe - ropoackas Ayma, [lyma) paspaboTaHa B COOTBETCTBUMU C OCHOBHbIMMU
uenamu, sagadaMm n NpuHUMNamm obecneyeHmns 6e3onacHOCTN NepcoHanbHbIX AaHHbIX B Bosoroackoi
ropoackom [lyme, a TakKe obLLel cTpaTerMei MoCTPOEHUs CUCTEMbI 3aLUUTbl MEPCOHAbHbIX AaHHbIX
Bonoroagckon ropoackon [ymbl, onpeaeneHHblx KoHuenuuer WHbOpMaLMOHHOM 6e30nacHoOCTU
Bonoroackow ropoackoit lymol.

1.2. Nonutnka paspaboTaHa B cooTBeTcTBMU ¢ PeaepanbHbiM 3aKoHOM oOT 27 utonsa 2006 roga N
152-®3 "O nepcoHanbHbIX AaHHbIX" (C nocneaylOWUMU U3MEHEHUAMM) Ha OCHOBAHWM CleayHOLMX
MPaBOBbIX aKTOB:

- noctaHoBneHue [lpasutenbctea Poccuinickonn degepaunm ot 6 mions 2008 roga N 512 "O6
YTBEPKAEHUN TPpeboBaHMI K MaTepuasibHbIM HOCUTENAM BUOMETPUYECKMX NEePCOHaNbHbIX AaHHbIX U
TEXHOMIOTUAM XPaHEHWA TakUX AaHHbIX BHE MHPOPMALMOHHBIX CUCTEM MEPCOHaNbHbIX AaHHbIX" (C
nocneayroWnuMmn N3SMeHeHUAMN);

- noctaHoBneHue Mpasutensctsa Poccuiickoit Pegepaunm ot 15 ceHtabpsa 2008 roga N 687 "06
yTBepxaeHUn MonoxkeHna o6 ocobeHHoCTAX 06paboTKM NepcoHanbHbIX AaHHbIX, ocyllecTBasemol bes
MCNONb30BaHUA CPeACTB aBToMaTU3aUmUKn";

- nocrtaHoBseHue MpaButenbctea Poccuinckoit degepaumnm ot 1 Hosbpsa 2012 roga N 1119 "06
yTBEPXKAEHUN TpebOoBaHMI K 3alLMTe NepPCcOHasbHbIX AaHHbIX NpU UX 06paboTke B MHPOPMALMOHHbBIX
CUCTEMAX NEePCOHaNbHbIX JAaHHbIX";

- NpuKas PeaepanbHOMN CyKObl MO TEXHNYECKOMY M SKCNOPTHOMY KOHTpoAto oT 18 despana 2013
roga N 21 "O6 yteepxaeHun CocTaBa W cCoAeprKaHWUA OPraHU3aLMOHHBbIX U TEXHUYECKMX Mep Mo
obecneyeHnto 6€30MaCHOCTU NepPCOHabHbIX AAHHbIX NPU UX 06paboTKe B MHPOPMALMOHHBIX CUCTEMAX
NepPCoHaNbHbIX AaHHbIX" (C NoCcNeayoLWMMU USMEHEHUAMM);

- MeToguKka onpegeneHus aKkTyaNbHbIX yrpo3 6e30nacHOCTM MNEepPCOHaNbHbIX AaHHbIX MPU WX
06paboTke B MHOPOPMALMOHHBIX CUCTEMAX MNEPCOHANbHbIX AAHHbIX, YTBEP)KAEHHaA 3amMecTUTenem
anpekTopa PegepanbHoi cy*K6bl N0 TEXHUYECKOMY M 3KCNOPTHOMY KOHTpoAto 14 ¢pespans 2008 roaa;

- basoBaa mogenb yrpo3 6e30MacHOCTM MepCoHaNbHbIX AaHHbIX Npu MX obpaboTke B
MHOOPMALUMOHHBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX, YTBEPXKAEHHAA 3aMecTUTenem AupekTopa
depepanbHON cyKObl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpoto 15 pespana 2008 roza.

1.3. B Moantnke MCNONb3ylOTCA TEPMUHbI U ONpedeneHua B 3HAYEHUAX, OMpeneneHHbIX B
depepanbHoM 3aKkoHe oT 27 utona 2006 roga N 152-93 "O nepcoHanbHbIX AaHHbIX" (C nocneayowmmm
n3meHeHUAMM) U basoBoi moaenn yrpo3 6e3onacHOCTU NepPCoHaNbHbIX AaHHbIX NpU UX obpaboTke B
MHOOPMALUMOHHBIX CUCTEMAX MNEePCOHaNbHbIX [aHHbIX, YTBEP)KAEHHON 3amecTuTenem AupekTopa
depepanbHON cyKObl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpoto 15 ¢pespana 2008 roaa.

1.4. B MonnTMKe MCNONb3yOTCA caeayoline 0603HauyeHUA U COKpaLleHua:

APM - aBTOMaTU3NpOBaHHOE paboyee MecTo;
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NCNAH - "HbOopMaLIMOHHAA cMcTeMa NePCoHasbHbIX AaHHbIX Bosioroackoit ropoackon Aymei;
J1BC - nokanbHaAa BbIMUCANTENBHAA CETD.

1.5. Uenbto Moantmnkm asnsetca obecrneyeHne 6e30nacHOCTU OOBbEKTOB 3alUMUTbl NEPCOHaNbHbIX
AaHHbIX Bonoroacko ropoackoi [lymbl OT BCEX BUAOB Yrpo3, BHELWHUX U BHYTPEHHMUX, YMbILLJIEHHbIX U
HenpegHaMepeHHbIX, MUHUMM3ALMA yulepba OT BO3MOXKHOW peanusauum yrpos 6esonacHocTu
NEePCOHANbLHbLIX AaHHbIX.

1.6. besonacHocTb nepCoHa/bHbIX AadHHbIX AOCTUraeTca nytem UCKNHOYEHNA
HECaHKUMNOHNPOBAHHOIo, B TOM 4ucne HenpegHamepeHHOro, AOoCTyna K NepCOHa/ibHbIM AOdHHbIM,
pe3ynbTaTaMn  KOTOPOro MOryT CTaTb YHUYTOXXEHUE, U3IMEHEHUE, 6ﬂ0KMpOBaHME, KOonnposaHwue,
pacnpocTpaHeHne NepCoHaNbHbIX AAaHHbIX, @ TaKXe NHbIX HECAHKUNOHNPOBAHHbIX AeﬁCTBMﬁ.

1.7. 3awmTe nognexkat nepcoHanbHble AaHHble, yKa3aHHble B [lepedyHe nepcoHanbHbIX OAHHbIX,
obpabaTtbiBaeMbix B Bosioroackoli ropogckoit yme B CBA3M C peanvsaument Ciy*KebHbix (TpygoBsbix)
OTHOLLEHWI, a TaKXKe B CBA3U C OCYLLECTBNEHMEM MYHULMNANbHbBIX GYHKUMIA.

1.8. TpeboBaHuAa HacTosalen MoOAUTUKN PAaCNPOCTPAHAIOTCA Ha BCEX COTPYAHUKOB Bosioroackoi
ropoackon [ymbl U paboOTHWUKOB, BbINONHAIOWMX PaboTbl MAM OKasbliBalOWMX ycayrn Bonorogckow
ropoackon [lyme no gorosopy.

2. TPE6OBaHMﬂ K cucrteme 3alinTtbl N€PCOHAJIbHbIX AdHHbIX

2.1. Cucrtema 3awmThl NepPCOHaNbHbIX AaHHbIX CTOOUTCA Ha OCHOBaAaHUW cheayrowmnx 4JOKYMEHTOB:

- MNepeyHA NepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbix B Bonoroackoi ropoackon [lyme B cBA3U C
peanusaumen Cay»ebHbIX (TPyAoOBbIX) OTHOLWEHWA, a TaKKe B CBA3M C OCYLLECTB/IEHMEM
MYHULMNANbHbIX QYHKLNI;

- AKTa onpegeneHna ypoBHSA 3aLUMULLEHHOCTU MHOOPMALMNOHHOM CUCTEMBI NEPCOHAJIbHbIX AAHHbIX
Bonoroackow ropoackoit [lymbl;

- YactHoM Mmopgenn yrpo3 6e30nacHOCTM NEepPCOHasnbHbIX AaHHbIX MpU UX 06paboTke B
NMHPOPMALMOHHOM cUCTEME NEPCOHANbHbIX AaHHbIX Bonoroackoi ropoackoii dymbl;

- MNoNoXeHUA 0 pasrpaHMYeHUM NpaB AOCTyna K obpabaTbiBaemMbiM MEPCOHaNbHbIM AaHHbIM B
MHPOPMALMOHHOM cUCTEME NEPCOHAbHBIX AaHHbIX Bonoroackol ropoackoi ymbl;

- JpoKymeHToB ®epepanbHOM cnyKbbl NO  TEXHUYECKOMY W IKCMOPTHOMY KOHTPOJIO M
depepanbHoit cnyKbbl 6esonacHocTM Poccuitckoit Pepepaumm.

2.2. B UCMNOH Ha OoCHOBaHMWM aHanM3a aKTyasbHbIX yrpo3 6e30nacHOCTU NepcoHanbHbIX AAHHbIX
OO/MKHbI OblTb OnpeaeneHbl TUM aKTyasbHbIX Yrpo3 W HeobXoA4MMblA YPOBEHb 3aLUMULLEHHOCTY,
COCTaBJIEH CMMCOK MCMOJIb3YEMbIX TEXHUYECKUX CPEACTB 3alLMTbl, @ TaK¥Ke NPOrpamMmMHoOro obecneyeHus,
y4acTsytoLLero B 06paboTke NepcoHanbHbIX AaHHbIX Ha Bcex asiemeHTax UCMAH, B TOM Yncne:

- Ha APM nuu, ocywecTteastowmx paboty 8 UCMAOH;
- Ha cepBepax NPUIOKEHUI;

- B CUCTeMax ynpassieHna 6a3amm JaHHbIX;

- B rpaHuuax J1BGC;

- MO KaHanaM nepenayun B Cetun O6Ll.l,el'0 NnoZ1Ib30BaHUNA U (MI'IVI) mMmeXxayHapoaHoro O6N\EHa, ecan no
HUM nepeaaroTca nepcoHaibHble AaHHbIE.
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2.3. B 3aBMCUMOCTM OT ypoBHA 3awmuieHHocTM UCTOH 1 TMNA akTyanbHbIX YIPO3 CUCTEMA 3aLUUTDI
NepcoHaNnbHbIX JAHHbIX MOXKET BKNOYaTb:

2.3.1. TexHn4ecKkue cpeacrea:

- QHTMBMPYCHble cpeacTBa ANnA paboymx cTaHUMI nuu, ocywecTeasatowmx padboty 8 MCMNAH, u
cepBepos;

- CpeacTtBa MeXXCeTeBoro aKpaHMpPoBaHUA.

2.3.2. ®dyHKUMM 3awmTbl, obecneynmBaemble LWITAaTHbIMKU cpeacTBaMmyn 0bpaboTKM nepcoHasbHbIX
AaHHbIX OMepaunoHHbIMU CUCTEMaMM, MPUKAAAHbIM NPOrpaMmmHbIM obecnedeHnem U crneumanbHbIMK
KOMMN/IeKCaMu, PeannsyolmMmm cieaytolme cpeacTsa 3almTbl:

- yrpaB/ieHue 1 pasrpaHuyeHme aoctyna aunu, ocyulectsasaowmx paboty 8 MUCNAH (BO3MOXKHOCTb
JOCTyNa TOMbKO K Tem annapaTHbiM, MPOrpaMmHbIM U MHOOPMAUMOHHbIM pecypcam MCMOH wn
BbINO/IHEHUA TONIbKO Tex onepauuii C HUMMK, KOTOpble HeobXOoAMMbI KOHKPETHbIM MO/b30BaTENAM
NCNAH ons BbINOAHEHWUA CBOUX CNYKeBHbIX 06a3aHHOCTEN);

- perncTpaums v y4eT gencTsnin ¢ MHbopmaumen;
- obecneyeHune LENOCTHOCTN AAHHbIX;
- 0BHapyKeHMe BTOPKEHUN.

2.4. CpeacTtBa 3almThbl, YKasaHHble B noanyHKTax 2.3.1, 2.3.2 nyHKTa 2.3 HactoAwen Moantmku,
OTpaKaloTcA B MyHMLUMMNAAbHOM MpPaBOBOM akTe [NnaBbl ropoga Bosorabl 06 obecnevyeHun 3awmThbl
NepcoHanbHbIX gaHHbIX B UCMOH.

2.5. B UCMOH peannsytoTca mepbl No obecnedyeHmto 6e30nacHOCTM NepcoHanbHbIX AAaHHbIX, COCTAB
W coaeprkaHMe KOTopbIX onpeaesieHbl B MPUAOKEHUN K HacToAwen MNoantuke.

2.6. Mepsbl no obecneveHuto 6esonacHoCTH NepPCOHaNbHbIX AaHHbIX MPU3BaHbI obecneyunTs:

- KOHOUMAeHUManbHocTb MHPopMaunn (obsasaTenbHOe ANA BbIMOAHEHUS AWULOM, NOAYYMBLUMM
JOCTYyN K onpeaeneHHon uHbopmaumun, TpeboBaHMe He MepenaBaTb TaKyl MHPOPMAUMIO TPETbUM
nnuam 6es cornacus ee obnagartens);

- LeNoCTHOCTb MHopMauum (cocTosiHue MHOpPMALMKM, MPU KOTOPOM OTCYTCTBYeT Jtoboe ee
n3MeHeHne M0 M3MEHEHWE OCYLLECTB/IAETCA TO/IbKO NpPefHAMEPEHHO CyObeKTaMu, MMELWMMM Ha
Hero npaso);

- AOCTYNHOCTb MH(I)OpMaLI,MM (BO3M0)KHOCTb peannsaumnmn 6eCI'IperIF|TCTBeHHOFO AocCTyna K
MHd)OpMaLI,MM CY6'bEKTOB, MMEKLWMNX Ha 3TO HaaNnexXallmne I'IO/'IHOMOLIMH).

2.7. PacKpbiTMe NpMHLMNOB NOCTPOEHUA CUCTEMDbI 6esonacHoCTH NepCoHabHbIX AaHHbIX:

- KOMMNJIEKCHOCTb - npegnonaraert CcornacoBaHHoOeE MNMpuUMMeEHEeHMe pPasHOPOAHbIX CpencTts npu
NnoCTpoOEeHUU LI,EI'IOCTH017I CnCTembl 3aLunThl, I'IGpEKprBaI-OLLI,EI‘/JI BCe CyLieCTBEHHbIE (3Ha‘-II/IMbIE) KaHanbl
peannsalmn yrpos n He co,u,epmau.l,eﬁ cnabbiXx MeCT Ha CTbIKax OTAE/IbHbIX €€ KOMMNOHEHTOB,

- HENPEepPbIBHOCTb - Lie/IeHaNpPaB/IEHHbIN NpoLLecc, Npeanoiaraolmii NPUHATUE COOTBETCTBYOLLMX
Mep Ha Bcex 3Tanax uukna pyHkumoHuposaHua UCMAH. UCMNOH gonXKHa HaxoaMTbCA B 3aWMLEHHOM
COCTOAHWM Ha NPOTAKEHUM BCEFO BPEMEHU ee PYHKLMOHMPOBAHUA. B COOTBETCTBMM C STUM MPUHLMNOM
OONXKHbI NPUHUMATLCA Mepbl NO HegonyweHuto nepexona NCMAH B He3awWwMLWEHHOE COCTOAHME;

- CBOEBPEMEHHOCTb - npegnonaraet ynpemp,alou.l,mﬁ XapaKTep mep obecneuyeHns 6es3onacHoOCTU



NepcoHaNbHbIX AaHHbIX, TO €CTb MOCTAaHOBKY 33434 N0 KOMMAeKcHoM 3awmTe UCMNAH n peanusaumio mep
obecneyeHna 6e30NacHOCT NEePCOHabHbIX AaHHbIX HA PaHHWUX cTaauax paspabotku UCMNOH B uenom u
€e CMCTeMbI 3aLWMTbl UHPOPMaLMK B HAaCTHOCTY;

- MPEeemMCTBEHHOCTb M HenpepbIBHOCTb COBEPLUEHCTBOBAHMA - MpeanoaaraloT MNOCTOAHHOEe
COBEpPLUEHCTBOBAHME Mep UM CPeacTB  3awuTtbl  MHPOPMAUMM Ha OCHOBE MPEEeMCTBEHHOCTU
OPraHM3aUMOHHbIX U TEXHUYECKUX PELUeHWUI, KaapoBOro cocTaBa, aHaansa ¢yHkuMoHnpoBaHma NCMOH
M ee CUCTEMbl 3alMTbl C YY4ETOM WM3MEHEHWI B MeToAax W cpeacTBax nepexsata WHPopmauuu,
HOPMaTUBHbIX TpeboBaHMI MO 3aWuTe, AOCTUTHYTOrO OTEYECTBEHHOro W 3apybekHOro onbiTa B 3TOM
obnactu;

- NepCoHabHaA OTBETCTBEHHOCTb - NpeanosiaraeT BO3/10XKeHNE OTBETCTBEHHOCTU 3a obecneyeHune
6esonacHocTH NepPCOHabHbIX OAHHbLIX U CUCTEMbI UX O6pa6OTKM Ha Kaxaoro CoTpyaHuKa B npeaenax
ero nosHoMouuii. B cooTBETCTBMU C 3TUM npuHUMNnom pacnpegeneHne npas wm obAsaHHOCTEN
COTPYAHUKOB CTPOUTCA TaKUM o6pa30M, yTobbI B cnyyae noboro HapyweHnA Kpyr OTBETCTBEHHbIX AL,
6b11 YeTKO onpegenaem,

- TMBKOCTb CUCTEMbI 3aLLMTbI - MPUHATbIE MEPbI U YCTAaHOBAEHHbIE CPeACTBA 3aWmUTbl, 0COBEHHO B
Ha4ya/bHbIA NEepUoA MUX 3KCcnayaTaumMm, Moryt obecneymBaTb Kak Ype3MepHbIi, TaK M HeAO0CTaTOUYHbIN
YPOBEHb 3awWmnTbl. s obecneyeHns BO3IMOXKHOCTU BAapPbMPOBAHWUA YPOBHEM 3aLUMLLEHHOCTU CPEeACTBA
3alUKTbI A0KHbI 0613 4aTb onpeaeneHHON rMbKocTbio. OCOB6EHHO BaXKHbIM 3TO CBOMCTBO ABJIAETCA B TEX
CNy4anx, Korga yCTaHOBKY CpeAcTB 3alMTbl HEOOXOAMMO OCYLLECTBAATL HA paboTalolyo cuctemy, He
HapyLlaa npoLecca ee HOPMaNbHOIo PyHKUMOHUPOBaHMS;

- OTKPbITOCTb aNTOPUTMOB M MEXAaHU3MOB 3aLLMThI - 3aLLMTA HE A0/1KHa obecneynBaTbCs TObKO 3a
CYET CEKPETHOCTU CTPYKTYPHOW OpraHM3aLmMm 1 anroputMoB GyHKLUMOHMPOBAHMA ee NoacucTeM. 3HaHue
anropuMTmMoB paboTbl CMCTEMbI 3alWMUTbl HE AOMKHO AaBaTb BO3MOMHOCTM ee NpeogosneHun (aarke
pa3paboTunKkam);

- NPOCTOTa MPUMEHEHMA CPEACTB 3aALMUTbl - MEXaHM3Mbl 3alUWTbl AONXKHbI OblTb UHTYUTUBHO
MOHATHbI M NPOCTbl B UCMNO/Ib30BAHUU. [TpUMEHEHNEe CPeacTB 3alUMTbl HE AO0MKHO ObiTb CBA3AHO CO
3HaHMeM creunanbHbiX A3bIKOB WAW C BbINOJSIHEHMEM AEUCTBUMIA, Tpedbylowmux 3HaYUTENbHbIX
OONONHUTENbHbIX TPYA03aTPaT Npu 06bl4HOW paboTe 3aperncTpMpPOBaAHHbBIX YCTAHOBIEHHBIM NOPALKOM
nosib3oBaTeNen, a TaKkKe He [Oo/MKHO TpeboBaTb OT MO/b30BaTeNs  BbINOAHEHUA PYTUHHbIX
MaJ/IONOHATHbIX eMy onepaLuii (BBOA HECKOJIbKUX Naponei U MUMeH U T.4.);

- Hay4yHas O0BOCHOBAHHOCTb M TEXHMYECKas pPeasnn3yemMocTb - MHPOPMALMOHHbIE TEXHO0TUM,
TEXHMYECKME W NPOrpammHble CPeAcTBa, CPeacTBa M Mepbl 3alWuTbl MHPOPMALUU [O0MKHbI 6bITb
peannsoBaHbl Ha COBPEMEHHOM YPOBHE Pa3sBUTMA HAayKM M TEXHWKM, HayyHO OBOCHOBaHbl C TOYKU
3pEeHMA JOCTUKEHUA 334aHHOTO YPOBHA 6e30MacHOCTU WMHPOPMaUMKM M O0NXHbI COOTBETCTBOBAThb
YCTaHOB/IEHHbIM HOpMaM 1 TpeboBaHUAM No 6e30MacHOCTU NePCOHabHbIX AaHHbIX;

- 06A3aTeNIbHOCTb KOHTPOAA - NpeanonaraeT 06A3aTeNIbHOCTb U CBOEBPEMEHHOCTb BbIABAEHUA U
npeceyeHMsa NOMNbITOK HapylWeHWA YCTaHOBEHHbIX NpaBua obecneyeHnna 6e30nacHOCTU NepCcoHasIbHbIX
OaHHbIX Ha OCHOBE MCMOJIb3YEMbIX CUCTEM U CPeACTB 3aWwmUTbl UHPOPMALUN MPU COBEPLUEHCTBOBAHUN
KpUTEPUEB U METOA0B OLEHKM 3DDEKTUBHOCTU ITUX CUCTEM U cpeAcTB. KOHTpPoNb 3a AeATeNbHOCTbIO
noboro nunua, ocywecteastollero paboty B UCMAH, Kaxaoro cpeacrsa 3alMTbl M B OTHOWEHMM N060ro
06beKTa 3alMTbl A0KEH OCYLLECTBAATLCA Ha OCHOBE NPUMEHEHUA CPeACTB ONepaTUBHOrO KOHTPOANA U
perucTpaunmn n AoKeH 0XBaTbiBaTb Kak HECAHKLMOHUPOBAHHbIE, TaK U CAHKUMOHUPOBaHHbIE AelCTBUA
nosib3oBaTenem.

2.8. KOHTpOJ’Ib 3d)d)eKTVIBHOCTI/I CUCTEMDI 3alLUTbl NEPCOHA/IbHbIX AaHHbIX A0/1*KEeH OCyLWeCTBNAETCA
Ha nepmop,mqecr(oﬁ ocHose. Llenbto KOHTpoAA 3¢¢EKTMBHOCTM ABNAETCA CBOeBpPeEMEHHOE BblABEHUNE
HeHagneXawunx pexnmos pa6OTbI CNCTeMbl 3aWlMUTbl NEPCOHANIbHbIX AdHHbIX (OTK/'IIO‘-IeHVIe cpencte
3aWnTbl, HapyweHne peXXnmos 3allnTbl, HECAHKLMOHNPOBAHHOE U3MEHEHUNE PEXMMA 3aLLNTbI U T.I'I.), a



TaKXe nNporHosnpoBaHne WM nNpeBeHTUBHOE pearnposaHne Ha HOBble Yrpo3bl 6e3sonacHocTn
NnepCcoHaNbHbIX AaHHbIX.

KOHTpO/Ib MOMKeT MpOoBOAUTLCA KaK agMWUHUCTpaTopom bHesonacHoctu UCMAH (onepaTuBHbIN
KOHTPO/b B NpoLecce MHPopMaLMOHHOTo B3anmoaenctemns 8 UCMNAH), Tak U NnpuBaeKaemMbiMU AN 3TOM
Les M KOMMNETEHTHbIMWU OPraHU3aLMAMKU, UMEKOLWMMUN JNLEH3UIO HA 3TOT BUA AEATENbHOCTM, A TaKXkKe
dPepepanbHON CcnyKO60M MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTpoato u depepancHon cayxboi
6e3onacHoctn Poccuiickolt Pepepaunm B npeaesiax UX KOMNETEHLMN.

KOHTpO}'Ib MOXET OCYyWecCTBNATbCA aMUNHUCTPATOPOM 6esonacHoCTH MCNAOH Kak ¢ nomoubio
WTATHbIX CpPeactB CUCTEMDLI 3aWUTbl NEPCOHA/IbHbLIX [AdHHbIX, Tak M C NOMOLWbIO cCneuynanbHbIX
NpPOorpamMmmHbIX CPeACTB KOHTPOIA.

3. /lnua, ocywecrenaowme pabory 8 UCNAH

3.1. B UCNOH Bonoroackoi ropoAackoi [ymbl MOXHO BbIAEAUTb caedylowme rpynnbl Auu,
y4yacTByoWmMX B 06paboTKe U XpaHEeHMW NEePCOHA/IbHbIX AAHHbIX:

- agmuHuctpatop UCMAOH;

- aAMUHUCcTpaTop besonacHoctu UCMAOH;
- nonb3oBatens NCNAH (onepaTtop APM);
- aAMUHUCTPATOP CeTK.

[aHHble 0 rpynnax nul, ypoBHe MUX A0CTyna U MHPOPMUPOBAHHOCTU A0MKHbI ObITb OTParXKeHbl B
MonoxeHWn o pasrpaHUYeHnUM npaB f[ocTyna K obpabaTbiBaeMbiM MNEepPCOHaNbHbIM  AaHHbIM B
MHPOPMALMOHHOM CUCTEME NEPCOHA/IbHbIX AaHHbIX Bonoroackon ropoackoit lymel.

3.2. AamuHuctpatopom MWCMOH ABnAeTcA coTpyaHuK otaena Otpgena aBTomaTtvsaumm um
MaTepuanbHO-TeEXHUYecKoro obecneveHnss Bosoroackolt ropoAckol [ymbl, OTBETCTBEHHbIM 3a
HaCTPOlKy, BHeapeHWe U conpoBoxaeHue WCMAH, KoTopblit obecneynBaeT ¢yHKUMOHWPOBaHME
cuctembl ynpasneHua poctynom B WCMOH M ynoAHOMOYEH OCyLWeCTBAATb NpefocTaBieHne u
pa3rpaHuyeHvMe poctyna nonb3oBatens WCMNAH (onepatopa APM) K 3n1eMeHTam, XpaHSaWUMm
nepcoHanbHble AaHHbIe.

AgmuHuctpatop UCMOH:

- o6nap,aeT NoJIHOMN MHd)opmaumeﬁ O CMCTEMHOM U NPUKNAAHOM NpPOrpammHOM obecneyeHun
UCMaH;

- 06/1agaeT NoHOM MHPOPMaLMelt O TEXHUYECKMX CPeacTBax U KoHourypaumm UCMOH;
- UMEeeT OCTYN KO BCEM TEXHUYECKMM cpeacTBaM 06paboTkn nHbopmaumm n gaHHbim UCMNOH;

- obnagaeT npaBamu KOHOUIYpPUPOBAHUA U aAMUHUCTPATUBHOMN HACTPOMKM TEXHUYECKUX CPeacTs
NCNan.

3.3. AamuHuncTpatopom 6esonacHoct UCMAH AsnAetca coTpyaHuk OTaena aBTOMaTM3auuu M
MaTepuaNbHO-TEXHUYECKoro obecneyeHnss Bonoroackoit ropoackoi [lymbl, OTBETCTBEHHbIA 33
dYHKLMOHUPOBaHNE cUCTeMbl yripaBaeHusa goctynom B MCMNAH, BKAOYas obCayKMBaHME M HACTPOMKY
aAAMWHUCTPATUBHOM, CEPBEPHOM W KIMEHTCKOMN COCTaBAAIOLLMX.

AgmuHuctpatop 6esonacHoctn MCMOH:

- OCYLLEeCTB/AET HACTPOWMKY CPEeACTB KPUNTOrpadpuyeckon 3almTbl MHPOPMALUKN, MEKCETEBbIX



3KPaHOB M cUCTEM OBHApyXeHMa aTaK, B COOTBETCTBUM C KOTOPbIMM nosb3oBaTenb MCMNAH (onepaTop
APM) nony4yaeT BO3MOXKHOCTb paboTatb ¢ anemeHTamu UCMNAOH;

- OCYLLLeCTBAAET ayAUT CPEACTB 3aLLUTbl NepPCOoHaNbHbIX AaHHbIX;

- obecneunBaet H6e30MacHOCTb B3aMMogencTeusa cet Boaoroackol ropoackon [lymbl ¢ cetamu
APYrvMx opraHnsaumin (B ciy4ae ocyLLecTBAeHUs B3aMMoaencTens);

- obnagaetr npaBamu AgmuHuctpatopa WCMAOH, yKasaHHbIMM B nognyHKTe 3.2 NyHKTa 3
HacToAwen NoAnTnKu;

- obnagaet nosnHoM nHpopmaumeit 06 NCMNAOH;

- MMeeT AoCTyn K cpeacTBam 3aWuMTbl MHOOPMALMK, MPOTOKOJMPOBAHUA W K K/AKOYEBbIM
sanemeHTam UCMAH.

3.4. Nonb3osatenem UCNAH (onepatopom APM) sBasetca coTpyaHUK Bonoroackoin ropoackoi
OyMbl, OCyLEecTBAAOWMNA 06paboTKy NepcoHaNbHbIX AaHHbIX, YNOJAHOMOYEHHbIN Ha 06paboTKy
NnepcoHanbHbIX AAHHbIX, KOTOPAsA BK/OYAET BO3MOXKHOCTb MPOCMOTPA NepCoHasbHbIX AAHHbIX, PyYHOM
BBOJ, NePCOHaNbHbIX AaHHbIX B cnctemy UCMNAH, opmupoBaHMe CnpaBoK M OTYETOB N0 MHPOPMAUUK,
nonyyeHHon 8 UCMAH.

Monb3osatenb UCMAH (onepaTop APM):

- obnapgaer BCeEMU HeobBXoAUMbIMW cBedeHUAMM (Hanpumep, nNaposem), obecneynsaoLUMK
[0CTyn K 06pabaTbiBaeMbiM MM MEPCOHAJIbHbIM AaHHbIM;

- pacno/siaraet KOHPUAEHUMaNbHbIMW AAHHBIMW, K KOTOPbIM MMEET AOCTY;
- HEe MMEeEeT MOJIHOMOYNI AR YNPaB/IEHUS CUCTEMOI 3aLLUUTbI MEPCOHA/IbHbIX AAHHbIX.

3.5. AamuHucTpatopom ceTu Bonoroackoit ropoackoi Lymbl sBnsetca coTpyaHuK OTaena
aBTOMaTM3auMM W MmaTepuanbHO-TEXHMYECKoro obecneyeHus Bosoroackolt ropoackon  [Aymbl,
OTBETCTBEHHbIN 33 pYHKLMOHMpPOBaHUE ceTu Bosoroackoi ropoackon Jymol.

AOMUHUCTPATOp CeTu:
- 0bn1agaet HPopmaLmMet 0 CUCTEMHOM U NPUKNAZHOM NporpammHom obecnedeHnn NCMNOH;
- 06n1agaeT HPopMaL el O TEXHUYECKUX CpeacTBax U KoHourypaumm UCTOH;

- UMeeT PU3MYECKMI AOCTYN K TEXHUYECKMM CpeacTBam 06paboTku MHbOpMaLMM U cpeacTBam
3aWmTbl MHPopmaumm 8 NCMOH.

3.6. 0653aHHOCTM NUL, YKa3aHHbIX B NyHKTax 3.2 - 3.5, onucaHbl B CAeAYIOLNX AOKYMEHTaXx:

- MHCTPYKUMA afAMUHUCTPaTOpPa MHPOPMALIMOHHOM CUCTEMbI NEPCOHa/bHbLIX AaHHbIX Bonoroackoi
ropoackomn ymei;

- WHCTpyKuMAa agmuHuUcTpaTopa 6e30MacHOCTM MHGPOPMALMOHHOW CUCTEMbI MEePCOHANbHbIX
AaHHbIX Bonoroackoi ropoackoit ymbl;

- MHCTpyKLMA nonb3oBaTens MHPOPMALMOHHOM CUCTEMOM MEePCOHasbHbIX AaHHbIX Bonoroackoit
ropoackon Jymbl.

4. Tpe6oBaHMA No obecrneyeHUIo 3aLUTbl NEPCOHANbHBIX AAHHbIX



4.1. CoTpyaHUKN Bonoroackoi ropoackoin [ymel, ocywecteastowme paboty B UCMNAH, A0NXKHbI
BbINONHATL TpeboBaHMA MNONOXMKEHUI 3aKoHogaTenbcTBa Poccuiickoit Pepepaumm 0 NepcoHanbHbIX
OaHHbIX, B TOM YMcne TpeboBaHMA K 3alLUTe NePCOHANbHbIX AAHHbIX, MYHULMWNANbHbBIX NPaBOBbIX AaKTOB
no Bonpocam o06paboTKM W 3aWMTbl MEPCOHANbHLIX AaHHbIX W OOKYMEHTOB, YCTaHABAMBAMOLLMX
06A3aHHOCTM COTPYAHWMKOB Mo cobatogeHunio TpeboBaHMN KoHbMAEHUMANbHOCTM M He3onacHocTU
NepcoHanbHbIX AaHHbIX.

4.2. Mpw npneme Ha paboTy coTpyaHMK Bonoroackoi ropoackoi Jymoel NPOXoANT O3HAKOMIEHME:

- C MYHMUMNANbHbIMX NPABOBbIMM aKTamM MO BonMpocam 06paboTKM M 3aLMTbI NMEePCOHANbHbIX
JaHHbIX WM OOKYMEHTamM, YCTaHaBAMBAOLWMMKM 06A3aHHOCTM COTPYAHMKOB MO  CobBAOAEHMIo
TpeboBaHMIN KOHOUAEHLMANBHOCTM M 6E30MNaCHOCTM NEePCOHANbHbIX AAHHBIX, - Y ML, OTBETCTBEHHOMO
3a opraHuM3aumio 06paboTKM NepcoHanbHbIX AaHHbIX B Bosioroackoi ropoackon yme;

- ¢ MHbOpMaUmMen 0 CaHKUMOHMPOBAHHOM mMcnonb3oBaHuM UCMOH - y AMua, OTBETCTBEHHOro 3a
obecrneyeHne 6e30MNaCHOCTU MNEpPCOHabHbIX AaHHbIX B WMHGOPMaLUMOHHOM cucteme Bonoroackon
ropoackon [ymoi.

4.3. CoTpyaHuKn Bonoroackon ropoackoit [LAymbl, ocyuwectsasiowme pabotry B UCMNAH wu
ncnonb3ylouime TeXxHUYeckne cpeactsa ayTeHTuduKaumnm (Hanpumep, TokeHbl, USB-Kaoum nam cmapT-
KapTbl), [O/MXKHbI  0becneynMBaTb  COXPAHHOCTb  YKasaHHbIX CPeACcTB W He  gonyckaTb
HECAHKLUMOHMPOBAHHbIA [OCTYN K HWUM, a TaKXe He [AONyckaTb BO3MOXHOCTb WX yTepu Wau
NCNonb3oBaHMA TpeTbumu nnuamu. MNonbsosatenu UCMAH (onepaTopbl APM) HecyT nepcoHanbHyto
OTBETCTBEHHOCTb 33 COXPAHHOCTb TEXHMYECKUX CPeaCTB ayTEHTUPUKALUNA.

4.4. CoTtpyaHukam Bonoroackoit ropoackon [ymbl, ocywecteaaiowmm paboty B UCMNAH,
3anpewaeTca:

- yCTaHaBAMBaTb MOCTOPOHHEe nporpammHoe obecnedyeHne, NOAKAOYATb JNUYHbIE MOBU/bHbIE
YCTPOMCTBA U HOCUTENU MHDOPMALIMM, @ TaKMKE 3anNUCbiBaTb Ha HUX 3aLLMLLAEMYIO MHPOPMALMIO;

- pasrfiawaTtbh 3awmuLaemyo MHGOpPMaLLMIo, KOTOpas cTasla MM M3BecTHa npu pabote B UCMAH,
TPETbUM SINLLAM.

4.5. CoTpyaHuKM Bonoroackoi ropoackoit lymbl, ocywecteasawowme paboty 8 UCMOH, 06a3aHbI:

- CcnepoBatb YCTaHOBJ/IEHHbIM MHCprKL],MEVI nonb3oBaTenA MHd)OpMaLLMOHHOVI cmctemon
NepCoHabHbIX AAaHHbIX TpE6OBaHMF|M opraHunsauunmn napoanoﬁ 3alnThbI;

- obecneunTb Npu paboTe C NEPCOHANbHBIMU AAHHbIMU B OTCYTCTBME BO3MOMHOCTM MPOCMOTPA
NePCOHANbHbIX AaHHbIX TPETbMMU ANLLAMKN C MOHUTOPOB APM;

- Hemepa/ieHHOo coobwaTb NnLy, OTBETCTBEHHOMY 3a obecneyeHre 6€30MacHOCTM NEepPCcoHasbHbIX
OaHHbIX B MHPOPMaUMOHHOMN cucTeme Bosoroackoit ropogckon [ymbl, 060 Bcex Habaogaembix Uam
noao3puUTeNbHbIX cayyasx paboTtbl MCMAH, moryuwix nosneds 3a coboi yrposbl HesonacHoCTH
NepcoHanbHbIM [laHHbIM, a TaKXe O BbIAABNEHHbIX COBbLITUAX, 3aTparMsatolmx 6e3onacHoOCTb
NepCoHaNbHbIX AaHHbIX.

4.6. CoTpyaHuKkmM Bonoroackoit ropoackon [ymbl, ocyulecteastowme paboty 8 UCMNAH, npwu
HaAnMymMM yrpo3 6e30MacHOCTM MEepPCOHasbHbIX AaHHbIX AOJXHbI 6bITb NpouHGOpPMUPOBAHLI 06 3TOM
JIMLLOM, OTBETCTBEHHbIM 33 obecneyeHne 6€30MaACHOCTM NEPCOHAJbHbLIX AAHHbIX B MHGOPMaUMOHHON
cucteme Bosoroackoit ropoackom lymoi.

5. OTBeTCTBEHHOCTb, CBA3aHHaA c 06paboTKoW
M 3aLUTOMN NEepPCOHaNbHbIX AaHHbIX B UCMNOH



5.1. B cooTBeTcTBUM CO cTaTbeit 24 depepanbHOro 3akoHa ot 27 utona 2006 roga N 152-d3 "O
NepcoHanbHbIX AaHHbIX" NMUA, BUHOBHbIE B HapylleHUM TpeboBaHWI yKasaHHOro deaepanbHOro
3aKOHa, HecyT NpeayCMOTPEHHYIO 3aKoHOAaTeNbCTBOM Poccuiickoin ®eaepaumMm oTBETCTBEHHOCTD.

5.2. Buabl npeaycMoTpPeHHOM 3akoHoaaTenbCcTBOM Poccuitckont depepaumm OTBETCTBEHHOCTU 3a
HapyweHue PepepanbHoro 3akoHa oT 27 wiona 2006 roga N 152-®3 "O nepcoHanbHbIX AaHHbIX"
NPUMEHNTENBHO K 06paboTKe M 3aLmTe NePCOHANbHbIX AaHHbIX B UCTMOH:

- aAMWHUCTPATMBHAA OTBETCTBEHHOCTb (B TOM UMC/Ae 33 HapylleHMe 3aKOHOAaTeNbCTBa
Poccwuiickolt ®epepaunn B 061acTM NEPCOHANbHBIX AaHHBIX, HApYLIeHWe NpaBua 3aWuTbl MHGOPMALMHK,
HEe3aKOHHYI0 AeATe/IbHOCTb B 061aCTH 3aLLMTbl MHGOpMaLMK);

- AMCUMNAMHapHas OTBETCTBEHHOCTb (3a pasrnaweHve paboTHUKOM MepCcoHasNbHbIX AaHHbIX
Apyroro paboTHUMKa);

- rpaxaaHcKko-npaBoBas (maTepuanbHan) OTBETCTBEHHOCTb (B BMAe BO3MelleHUsa yulepba
(ybbITKOB), BO3HMKILUErO B CBA3M C HENPaBOMEPHbIMM AEUCTBUAMM NO 06paboTke M 3awmTe
NepcoHanbHbIX AaHHbIX);

- YrON0BHasA OTBETCTBEHHOCTb (HEMPABOMEPHbIN AOCTYN K KOMMbIOTEPHOM MHbOPMaLUN).

5.3. AgmuHucTpaTop UCNOH n AamuHuctpaTtop 6esonacHoctn NCMNAH HecyT OTBETCTBEHHOCTb 3a
BCE 0EeNCTBUA, COBEPLUEHHbIE OT UMEHWN MX YYETHbIX 3aMMUCeN AN CUCTEMHbIX YYETHBIX 3aNunCcen, ecaun He
[O0Ka3aH GaKT HECAaHKLMOHMPOBAHHOTO UCMO/b30BaHMA YYETHbIX 3anucen.

5.4. MNpu HapyweHuax nonbsosatenamm NCMNAH (onepatopamu APM) TpeboBaHUIA, CBA3AHHbIX C
06paboTKOM 1 3aWMTON NepcoHasbHbIX AaHHbIX B UCMH, OHX HEecyT OTBETCTBEHHOCTb, YCTaHOB/IEHHYIO
OencTBYIOWMM 3aKoHOAaTeIbcTBOM Poccuiickon deaepaumnm M yKasaHHYHO B MNyHKTe 5.2 HacTtosuwen
Monntnku.

5.5. B no/sioKeHUsAxX O CTPYKTYPHbIX noapa3aeneHusax annapaTta Bonorogckoi ropoackoit [ymbi,
OCYLLECTBAAOWMX 00paboTKy nepcoHanbHbiXx AaHHbiX B WUCMAH, M AO0MKHOCTHbIX WMHCTPYKUMAX
COTpyAHMKOB Bonoroackoi ropoackon Oymbl AONKHbI BbITb OTpParKeHbl 0653aHHOCTM COTPYAHMKOB NO
cobnogeHno TpeboBaHUA, YCTAHOBNEHHbIX AEWCTBYHOLWMM 3aKOHOAATE/NbCTBOM O MEPCOHaNbHbIX
OaHHbIX, NPaBOBbIX aKTOB paboTtoaaTena no obecneyeHUo 6€30MACHOCTU NEPCOHANbHbIX AAHHbIX NpU
nx obpabotke B UCMNAH.

MpunnoxkeHune

K MNonuntumke

MHPOPMaUMOHHON 6e3onacHoCcTH
Bonorogckom ropoackoi Jymol

COCTAB U COAEPXAHUE
MEP NO OBECNEYEHWIO BE3OMACHOCTU NEPCOHA/NBHbBIX AAHHDIX,
NOANEXALLMX PEAIN3ALUN B UHOOPMALIMOHHOW CUCTEME
BOJIOrOACKOM roPOACKOM AYMbI

N CopeprkaHue mep no obecneyeHno 6€30MacHOCTU NEPCOHAbHBIX AaHHbIX, MOANEKALLMX
n/n | peanusauun B nHGOPMaUMOHHOM cucTeme Booroackoi ropoackoi Jymbl

1. UaeHTndMKauma u ayTeHTUdUKauMa CybbekToB A0CTynNa M 06bEKTOB A0CTYNa
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1.1. |WNpeHTMdMKauma n ayTeHTMOMKaumA Nosb3oBaTesel, ABAAOWMXCA PabOTHUKAMM
Bonoroackow ropoackoit [ymbl

1.2. |YnpasneHune naeHTUdUKaATOpamm, B TOM YMC/Ie CO3AaHME, MPUCBOEHME, YHUUTOXKEHME
naeHTMdMKaTopos

1.3. | YnpaBneHue cpencTBaMu ayTEHTUDUKALMN, B TOM YNCNE XPAaHEHUE, BblAAYa,
WMHULMANM3auma, 610KMpPOBaHNE CPEACTB ayTEHTUOUKALMM U NPUHATUE MEP B Cy4Yae
yTpaThbl U (MM) KOMNPOMETALMK CPEACTB ayTEHTUPMKaLMMK

1.4. |3awwuTa obpaTHOM CBA3M NpM BBOAE ayTEHTUDUKALUMOHHOM MHPOpMaL MK

1.5. |WNpeHTMdMKauma n ayTeHTUdUKauMA NoNb3oBaTeNel, He ABNAOWMNXCA PAabOTHUKAMM
Bonoroackow ropoackoit [lymbl (BHELHUX NO/Ib30BaTeNEN)

2. YnpasneHue goctynom cybbeKkToB A0CTyna K 06bekTam gocTyna

2.1. |YnpaBneHwue (3aBeseHune, akTMBaLMSA, 6OKMPOBAHME U YHUUTONKEHWNE) YHETHBIMMU
3anNMcAMM NONb30BaTeNEeN, B TOM YMC/IE BHELIHUX NOb30BaTEEN

2.2. | Peanusauma HeobXxo4MMbIX METOAOB (ANCKPELMOHHDBIN, MaHAATHbIN, POEBON AU UHOW
MeToz), TUNOB (YTeHMeE, 3aNmnCb, BbIMOJAHEHNE AW MHOM TUN) U NPaBUA pPasrpaHnyeHnn
AocTyna

2.3. |YnpasneHue (buUnbTpayma, MapwpyTM3aLmsa, KOHTPONb COeAUHEHWNIM, OAHOHaMNPaBAeHHas
nepegaya v MHble cnocobbl ynpasaeHns) MHGOPMALMOHHbBIMU MOTOKAMU MEXKAY
YCTPOMCTBAMM, CEFMEHTAMMU MHPOPMALMOHHOM CUCTEMDbI

2.4. |PasgeneHune nonHoMmouui (poneit) nonb3oBaTenei, aAMMHUCTPATOPOB U NnLL,
obecneunBatoWmnx PyHKLMOHUPOBAHUE NHHOPMALMOHHOM CUCTEMDbI

2.5. | OrpaHnyeHne HeycneLwHbIX MOMbITOK BX043a B UHPOPMALIMOHHYIO cucTemMy (ZocTyna K
MHOOPMALMNOHHOM CUCTEME)

2.6. |bBbnokupoBaHue ceaHca gocTyna B MHGOPMALMOHHYIO CUCTEMY NOC/E YCTAaHOB/IEHHOIO
BpemeHu be3gencTemsa (HEaKTMBHOCTM) NONbL30BATENA UK MO ero 3anpocy

2.7. |PaspelieHue (3anpeT) AeNCTBUI NONb30BATENEN, pa3peLlleHHbIX 40 MAEHTUUKALMMK U
ayTeHTUOUKaLUN

2.8. |Peanusauma 3aWMLLEHHOrO yAaeHHOro A0CTyna CybbekToB A0CTyNa K 06beKTam 4oCTyna
yepes BHelWHMe MHGOPMALMOHHO-TEIEKOMMYHUKAUMOHHbIE CEeTH

2.9. |PernameHTaLma U KOHTPO/Ib UCMONb30BAHNA B MUHPOPMALIMOHHOM CUCTEME TEXHOIOT U
6ecnpoBogHOro AocTyna

2.10. |PernameHTaumsa U KOHTPOJIb UCNO/b30BaHMA B MHGOPMALMOHHOMN cucTeme MOBUAbHbBIX
TEXHUYECKMX CPeacTB

2.11. |YnpaBneHue B3aumoaenctemMem c MHPOPMaLMOHHBIMU CUCTEMAMMN CTOPOHHMUX
opraHvsaumit (BHewWwHNe MHPOPMaLMOHHbIE CUCTEMbI)

3. OrpaHnYeHne NPorpaMmHoNn cpeapl
3.1. |YnpaBneHue ycTaHOBKOM (MHCTaNNALMEN) KOMNOHEHTOB NPOrPaMMHOro obecneyeHus, B

TOM 4ucne onpeapeneHne KOMNOHEHTOB, Noanexawnx yCtaHOBKe, HaCTDOﬁKa napameTposB
YCTAaHOBKM KOMIMOHEHTOB, KOHTPO/1b 3a YCTaHOBKOﬁ KOMMNOHEHTOB NPOrpaMmHoOro




obecneyeHunsn

3.2. |YcTaHOBKa (MHCTaNNALMA) TONbKO Pa3peLLlEHHOro K UCMOJIb30BaHUIO MPOrpamMmmMHOro

obecneyeHun n (M1M) ero KOMNOHEHTOB
4. 3alnTa MaLLMHHbIX HOCUTEIeN NePCOHaNbHbIX SAHHbIX
4.1. |Y4yeT MaLLUMHHbIX HOCUTENEN NEPCOHAJIbHbIX AAHHbIX
4.2. |YnpaBneHwe AOCTYNOM K MaWWHHbIM HOCUTENAM MEPCOHAJIbHbIX AaHHbIX
5. Pernctpaums cobbiTnii 6e3onacHocTH

5.1. | Onpepenenune cobbiTnin 6€30MacHOCTM, NOANEKALUMX PEFUCTPALMM, U CPOKOB UX
XpaHeHus

5.2. | Cbop, 3anuncb u xpaHeHne MHPopmMaLMn 0 cobbITMAX 6E30NaCHOCTU B TEYEHUE
YCTAaHOBNEHHOIrO BpEMeHU XpPaHeHUA

5.3. | PearnpoBaHue Ha cboun npu perucTpauumn cobbitmii 6esonacHoCTH, B TOM Yncae
annapaTtHble U NporpammHble OWKbKK, cbon B mexaHn3max cbopa MHbopmauun m
OOCTUNKEHME Npeaena Unu nepenonHeHna obbema (EMKOCTM) NAmMATH

5.4. |3awmTa uHbopmaummn o cobbiTnax 6esonacHoCTH

6. AHTUBMPYCHAA 3aLnTa

6.1. |Peanusauma aHTUBUPYCHOM 3aLLMUTbI

6.2. | O6HOBNEHMNE 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX NPOrPamMmm
(snpycos)

7. O6HapyKeHne BTOPKEHN
7.1. | ObHapyXeHne BTOPKEHUN
8. KoHTpob (aHanun3) 3aWMLLLEHHOCTM NEePCOHANbHbIX AAHHbIX

8.1. |BblaBneHue, aHanu3 yasBMmocTeit MIHGOPMALMOHHOM CUCTEMbI M ONepaTUBHOE
YyCTpaHeHMe BHOBb BblABAEHHbIX YA3BMMOCTEMN

8.2. |KOHTpo/b ycTaHOBKM OOHOB/IEHUI NPOrpamMMHOro obecneyeHus, BKAo4as obHoBaeHNE
nporpammHoro obecneyeHusa cpeacTs 3aWmnTbl MHGOPMALLUK

8.3. | KoHTposb paboTocnocobHOCTM, NapamMeTpoB HAaCTPOMKM U NPaBUIbHOCTH
bYHKUMOHMPOBAHMA NpOrpaMmHOro obecneyeHuns u cpeacTs 3almTbl MHGOPMaLUK

8.4. |KOHTpoAnb cocTaBa TEXHUYECKMX CPeACTB, MPOrpamMMHOro obecneyeHms U CpeacTs 3aLWmThI
nHbopmaumnn

9. ObecneyeHMe LENOCTHOCTU MHPOPMALLMOHHOM CUCTEMbI U NEPCOHA/IbHBIX AAHHbIX

9.1. |KOHTpO/b LENOCTHOCTM NPOrPAaMMHOro obecneyeHus, BKAOYaA NporpammHoe
obecneyeHne cpeacTs 3aWnUTbl MHGOPMaLMK

9.2. |Ob6ecneyeHne BO3MOKHOCTN BOCCTAaHOBAEHMA NPOrpaMmMHOro obecneyeHus, BKAOYan

nporpammHoe obecneueHue cpeacTs 3alWUTbI MHd)OpMaLl,VIVI, npuv BO3HNKHOBEHNN
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10. ObecneyeHne AOCTYNHOCTN NEPCOHAbHbIX AaHHbIX

10.1.

Mcnonb3oBaHue OTK83OYCTOVI‘-IVIBbIX TEXHUYECKNX CPpeancTs

10.2.

KOHTpo/1b 6€30TKa3HOro GpyHKLUMOHUPOBAHUA TEXHUYECKMX CPEeaCTB, ODHapyXKeHue U
JIOKanun3auma oTkasoB PyHKLUMOHMPOBAHMA, MPUHATUE MEP NO BOCCTAHOB/IEHUIO
OTKa3aBLUMX CPeACTB U UX TECTUPOBAHKNE

11. 3awumTa cpeabl BUPTYyanmsaumm

11.1.

NaeHTudMKaumna n ayTeHTMPuKauma cybbekToB A40CTyNa U 06EKTOB AOCTyNa B
BUPTYa/IbHOM MHOPACTPYKTYpPE, B TOM YMCEe aAMUHUCTPATOPOB yNpaB/ieHus, cpeacTBamm
BUPTYaIN3aLNm

11.2.

YnpaBneHue L0CTYyNom CybbeKTOB LOCTyNa K 06bekTam A0CTyNa B BUPTyaAbHOW
MHPPACTPYKTYpe, B TOM YMC/e BHYTPU BUPTYaNbHbIX MaLLMH

11.3.

YnpaBieHue nepemelleHMeM BUPTYanbHbIX MallMH (KOHTeliHepoB) n obpabaTbiBaembIx
Ha HUX AaHHbIX

11.4.

KOHTpPOAb LLeN0CTHOCTU BUPTYabHOW MHPPACTPYKTYPbI U ee KOHPUrypaLmii

11.5.

Peanunsaums n ynpasaeHne aHTUBUPYCHOM 3aLLLUTOM B BUPTYanbHOW MHPPACTPYKTYpe

12. 3awuTa TEXHUYECKMX CpeacTB

12.1.

3awmTta nHpopmaummn, obpabaTbiBaeMoii TEXHUYECKMMM CPEACTBAaMM, OT €e YTEYKM No
TEXHNYECKMUM KaHa1lam

12.2.

KoHTpoAb 1 ynpaBaeHne pUsnyYecknm A0CTYNOM K TEXHUYECKMM CPpeaCcTBam, CPeacTBam
3aWmTbl MHGOPMaLMK, cpeacTBam obecrnedeHns GYHKLMOHMPOBAHMSA, a TaKKe B
NOMELLLEHUA, B KOTOPbIX OHW YCTaHOB/EHbI, CK/OYaIOLLME HECAHKLMOHUPOBAHHbI
dU3nYeCcKMit AOCTYN K cpeacTBam 06paboTkM MHGopMaLLMK, CpeacTBam 3aLLMTbI
nHdopMaumn u cpeactsam obecneveHna GyHKUMOHUPOBAHMUA MHPOPMALMOHHOM
CUCTEMDbI, B MOMELLLEHWA, B KOTOPbIX OHN YCTaHOB/EHbI

12.3.

PasmelLeHWe yCTPOICTB BbiBOAA (0TOBparkeHUs) MHGOPMaLUK, UCKoYaloLLee ee
HECaHKLMOHMPOBaHHbIA NPOCMOTP

12.4.

3aluTa OT BHELHMUX BO3AENCTBUI (BO3AENCTBMIA OKPY»KatoLWwen cpeabl, HECTabMUNbHOCTH
3/1eKTPOCHabKeHMA, KOHAMLMOHNPOBAHMA U UHbIX BHELWHUX GaKTOpPOB)

13.

3aumTa HGOPMALMOHHOMN CUCTEMbI, €€ CPeACTB, CUCTEM CBA3U U Nepeaaqn AaHHbIX

13.1.

ObecneyeHune 3aLWMTbl NEPCOHAbHBIX AAaHHbIX OT PACKPbLITUA, MOAUDUKALMMN U
HaBA3blBaHWA (BBOAA NI0XKHOW MHbOPMaLMKM) Npu ee Nnepeaade (NOATOTOBKeE K Nepegaye)
Mo KaHanam CBA3U, MMEIOLLMM BbIXOZ 3a NpeAesibl KOHTPOMPYEMO 30HbI, B TOM Yuce
6ecnpoBoAHbIM KaHanam CBA3U

13.2.

McKnoveHne BO3MOMXKHOCTHU OTpULLaHMNA NONb30BaTE/IEM d)aKTa OTNpPaBKN NepCoHaIbHbIX
AadHHbIX Apyromy nosb30BaTeNto

13.3.

McKntoveHne BO3MOXKHOCTU OTPULAHUA NOAb30BaTeem d)aKTa nony4yeHnAa NepCcoHaibHbIX
AaHHbIX OT APYroro nosibsosartenia




13.4. | ObecneyeHwue 3arpysKkn U UCNOJHEHWA NPOrPAMMHOTO obecneyeHns ¢ MallUHHbIX
HocuTeslel NepcoHabHbIX AaHHbIX, AOCTYMHbIX TO/IbKO A/17 YUTEHUS, U KOHTPO/b
LLeNOCTHOCTM AaHHOTo NPorpaMmMHoro obecneyeHus

13.5. |3awuTa 6ecnpoBOAHbIX COEAUHEHWM, NPUMEHAEMbIX B MHGOPMALMOHHON cucteme

14. BoiABNEHME MHLMNAEHTOB N pearnpoBaHmne Ha HUX

14.1. |OnpepgeneHune N1y, OTBETCTBEHHDIX 3a BbIABEHME NHUMAEHTOB M pearMpoBaHne Ha HUX

14.2. | AHaNAU3 MHUWNAEHTOB, B TOM Ynucne onpeageneHne NCTO4YHMKOB N NPUYNH BO3SHNKHOBEHNA
MHUNOEHTOB, @ TaKXXe OUeHKa Ux ﬂOCﬂe,ﬂ,CTBMﬁ

14.3. |MpuHATME Mep NO YCTPAHEHMIO NOCNEACTBUIA UHLNAEHTOB

15. YnpaBneHue KoHPUrypaumein MHGOPMaLMOHHOM CUCTEMbBI U CUCTEMbI 3aLLMUTLI NEPCOHANbHbIX
OaHHbIX

15.1. |OnpegeneHue nnu, KOTOPbIM paspeLleHbl 4eNCTBUA NO BHECEHWNIO USMEHEHUI B
KOHUrypauunto MHGOPMaLMOHHOM CUCTEMbI U CUCTEMbI 3aLLUTLI NEPCOHANbHbIX AaHHbIX

15.2. |YnpaBneHue U3MEHEHUAMM KOHPUTYPaLMM MHPOPMALLMOHHOM CUCTEMBI U CUCTEMDI
3aLLMTbI NepPCOHaNbHbIX AaHHbIX




